DEFENSE INDUSTRIAL BASE

DIB100, Distance Education - Power of Community (DE-POC)

Who Should Attend
Defense Industrial Base (DIB) Partner point of contact (POC) or employees involved with any aspect of DIB network
analysis, reporting, response, and data collection pertaining to DIB-related intrusion incidents.

Prerequisites Duration
NONE 8 Hours / 1 Week

Course Description

Familiarizes DIB points of contact and employees with DC3’s DCISE for Reporting and Response of Intrusion
Incidents, Media Submission Procedures, includes an overview of DC3’s Damage Assessment Management Office
(DAMO) assessment processes, and the importance of sharing relevant information.

Objectives

e Properly complete an Incident Collection Form (ICF) for submission to DCISE in accordance with DCISE
guidelines

e Explain the reporting and response process used by DCISE and DIB Partners

e |dentify the personnel skills, knowledge, and facility security clearance required to assist with onsite incident
response

e Identify the purpose of a Cyber Damage Assessment and its primary beneficiary.

e Explain the benefits of the DoD-DIB partnership

Topics Covered

DIB/DC3’s DCISE Partnership Introduction
e Organizational Expectations
e DIB Partner Responsibilities

Response and Reporting
e DIB/DC3’s DCISE Reporting and Response System
e Gathering and Disseminating cyber incident-related information
e Standardized information collection, report generation and delivery

Damage Assessments
e Assessment Reports
e The Damage Assessment Process
e Damage Assessment benefits to DIB Partners

DE-POC Grading Policy

Student progress is monitored through instructor observation of student participation in assignments, forum
discussions and practical exercises as well as Knowledge and Performance Tests. Minimum passing score on all
DCITA tests is 70%.




